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l. Getting Started

This chapter explains how to download and start RWC5020A application program.

1.1 Download and Installation
1.2 Start the Application
1.3 GUI Structure
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1.1 Download and Installation

RWC5020A application program is provided by email or download link and the downloaded file can be

unzipped into users’ directory. The following figures show an example.

<« v 4 » ThisPC » Local Disk (&) » RWCS0204 v o
Organize v Mew folder Bz - 0
A
LoRa i Name Diate modified Type Siz
== rwe_shared (\
Mo iterns match your search.
LoRa +
02-Manual
M-2THRE T
releaze_FW
screen_v1.11
@ OneDrive
3 This PC
80 SDHC (B)
|;_’ MNetwaork v £ >
File name: | [ ~
Save as type: | ALZip ZIP File (*.zip) v
 Hide Folders Cancel

Fig 1.1 Downloading Zip file

B rRwCs0208 Compressed Folder Tools

Home Share View Extract o

T » ThisPC » Local Disk (C:) » RWC5020A ~ Q| | Search RWI

=

> B Videos A Name Date modified Type Size
¥ i Local Disk {(C) FZ3 RWC50204_5W_V1,110_20180320.zip 3/21/2018AM 11:04  ALZip ZIP File 7,185 KB
> §5ysReset
Brother
Intel
Keil_v3
MS0Cache
OneDriveTemp
Perflogs
Program Files
Program Files (x86)
ProgramData
> RWC5020A
Shopping

Temp
v

litem  1itern selected 7.01 MB

Fig 1.2 Downloaded into User’s Directory
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B rRwcso20a

Application Tools

Fite Home Share View Manage
Bl
» is » Local Disl 2} » v Search RWCS020A
1 This PC » Local Disk (C:) » RWC50204 & | Search RWC5020 o
~
> [ Videos ) Mame Date modified Type Size
¥ i Local Pk (C) Apphote 3/21/2018 AM 11:10 Filefolder
SSysReset lora_demo /2012 AM 11:10  File folder
Brother manual /2172018 AM 11:10 File folder
ke [ tora_demo.pri 2018PM 208 PRIFile 9 KB
Keil v5 |;| RWC50204 PC APP Release Mote.pdf 18PM 2:48  Foxit ReaderP... 952 KB
MSE}C h S RWCS0204_App.exe 3/21/2018 AM 11:10 Application 2 74T KB
ache
B RWC50204 SW_V1,110_20180320.zip 3/21/2018 AM 11:04  ALZip ZIP File 7,185 KB
OnelriveTemp
Perflogs

Program Files
Program Files (x88)
ProgramData

> | RWC5020A
Shopping

Temp
v

Titems  1itern selected 2.68 MB

Fig 1.3 Unzipped Files

After unzipped, the following files or directories are shown:
the executable file ‘RWC5020A_App.exe’,
the Release Note for the current version release,
the example project ‘lora_demao.pry’,
the directory including manual documents,

and the directory including application notes.

Note: Operating system for User’s PC is recommended to be used Windows 7 or later.
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1.2 Start the Application

Execute the application ‘RWC5020A_App.exe’. Most likely the following popup window will be shown at the
first execution if Ethernet configuration between the Tester and user’s PC is not done correctly. If Ethernet

configuration done, it will not happen any longer.

Cannot connect with RWCS020A

[Check Point!]]
1) Disable WIFI
2) Disable Virual Machine Metwark

Fig 1.4 Popup Message for Connection Alert

After clicking OK, the application will be opened as the following figure.

Q‘ PERFORMANCE =%, LINK ANALYZER UTILITIES ‘/[ i#EATE REPORT | || OPEN REPORT

) START TEST

LORA CERTIFICATION TEST SUMMARY(EU V1.5)

Add raw data when testing Selected0 Skip
+ [ILoRa Alliance Conformance Test (EU) e e TR E =

(z[]1 Test Mode Activation 1Test Mode Activation NOT TESTED,
AS923 #[]2 Test Application Functionality 1.1 Test Mode Activation

#[[]3 Over The Air Activation 2 Test Application Functionality NOT TESTED
KR 920 11 []4 Packet Error Rate RX2 default DR 21 Test Echo Servcie

i[5 Cryptography 2.2 Test Downlink Counter
INgeS & (] Downlink window Timing 3 Over The Air Activation NOT TESTED

1 []7 Frame Sequence Number 3.1 Over The Air Activation

[8 DevstatusReq MAC Command 4 Packet Error Rate RX2 default DR NOT TESTED

[]9 MAC Commands 4.1 Packet Error Rate

# [ 110 NewChannelReq MAC command 5 Cryptography NOT TESTED

2 []11 pichannelReq MAC command 5.1 AES Encryption

5.2 Invalid Message Integrity Code
& Downlink Window Timing NOT TESTED

6.1 Test AX1 Downlink at +20us

6.2 Test RXZ Downiink at +20us

6.5 Test RX1 Downlink at -20us

6.4 Test RX2 Downlink at -20us
7 Frame Sequence Number

7.1 Uplink Sequence Number is Incrementing

7.2 End node Rejects a Frame with Decreasing Sequence Counter
< >

[J12 confirmed packets

= []13 RXParametersetupReq MAC command
) []14 RXTimingSetupReq MAC command
(#-[]15 LinkADRReg MAC command

#[]16 Packet error rate RX1 Window

- [_]17 Packet error rate RX2 Window

Test Parameters Pathloss| .02
l|| Dottt CLEAR MON MSG

CLEAR SPY MSG

SAVE SPY MSG

View Remote Message

Fig 1.5 Initial Screen of the Application
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1.3 GUI Structure

RWC5020A application program consists of three categories: Project Menus, Test Functions, and Report
Functions. The next chapters will include the detail explanation about each category respectively. In the

following figure, blue color boxed functions are project menu functions, and red color boxed functions are test

related ones, and green color boxed functions are report related ones.

PROJECT REPORT PATH
PATH ) FILE NAME
Curr-item
CERTIFICATION Z
1 EU 868 Add raw data when testing
1 US 915 l ‘ED LoRa Alliance Conformance Test (EU) ~
,,,,,,,,,,,,,,,,,,, & []1 Test Mode Activation 3 Over The Air Activation
1 AS 923 E .[7]1.1 Test Mode Activation
S (= []2 Test Application Functionality [ 3-1 Over The Air Activation
1 KR 920 [12.1 Test Echo Servcie
i.[]2.2 Test Downlink Counter
1 . E % Over' The Al Activatiin (TESTRURPOSE]
= - = Ta test over e air activation
D“ 3.1 Over The Air Activation : 3.1 Over The Air Activation
= []4 Packet Error Rate RX2 default DR
141 Packet Error Rate [ LINK MESSAGE |
Os cryptography U e 12 am 1e e st 3 & 6 eam 4 1 Dowline o
-[J5.2 43 Encryptien ‘ 1o - ¢ ema U um Demln
[15.2 invalid Message integrity Code
= [[]6 Downlink Window Timing - 224 U 1158 Triggerlsinfeq
-[[]6.1 Test RX1 Dewnlink at 420us u 1483 Join-request Nonce-1630
-[]6.2 Test Rx2 Downlink at +20us o < e - 1%s dnteweap RXIDROFF3et-2, MXBelay=1,
6 3 Test RX1 Dawniink ot -200s ;- e e
[16.4 Test RX2 Downlink at -20us
o S 24 U 1155 ActivateT
= [[]7 Frame Sequence Number @ =
.[[]7.1 Uplink Sequence Number is Incrementing 5 AR e e e i
.[[]7.2 End node Rejects a Frame with Decreasing Sequence Counter “ e 3 5 = ‘ 5 Shinsisony opea o T >
Test Parameters  [3 Over The Air Activation] Pathioss| 0.0E I
B 1 e = | Mokl CLEAR MON MSG |
Test ADR CLEAR SPY MSG |
i L | .
Test Opt DR Test Functions Report Functions
T Controt DUT SAVE SPY MSG
View Remote Message LISE TERreatn

DUT PORT

DUT Monitor

Fig 1.6 Categories of the Application
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Il. Project Menus

This chapter explains how to handle a project, DUT, test condition and test environment. With Top
Menus, user can create or open a project file, or delete currently opened project, and manage DUT

environment file. User can also access to User Manual file and optional information.

2.1 Project Menu
2.2 Setup Menu
2.3 About Menu
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2.1 Project Menu

The application has three top menu; [PROJECT], [SETUP], and [ABOUT]. This section shows how to use and

configure them before tests.

2.1.1 Project

Before starting use of the application, at least two basic works should be done; one is creating project and
the other is creating a DUT. When a new project is created, a ‘project_name.ini’ file will be generated.

When a new DUT is created in the project, a ‘DUT_name.ini’ file will be generated.

2.1.1.1 New Project
[New Project] creates a new project file. Before test, a project file and a DUT file must be created or

opened. Project may have many DUTs

[ project »] New Project
puT 4 Open Project
Del Current Project
Project List

Fig2.1 Project Menu

PROJECT lora_demo DUT NAME

PATH C\RWC5020A\lora_demo :‘ E

Fig2.2 Example of a new project (DUT empty)

2.1.1.2 Open Project
[Open project] opens an existing project file which the user selects. [Open project] also opens the last
tested DUT file automatically when the application starts, if ‘Load last project at start’ is checked in
[SETUP] -> [Utility Environment]..

2.1.1.3 Del Current Project
[Del Current Project] deletes currently opened project including all DUT files in project folder. The

deleted project cannot be recovered. Be careful to delete a project.

10
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2.1.1.4 Project List

[Project List] shows the list of projects in current directory.

2.1.2 DUT

In this application, DUT means device name to be tested. DUT is a member of a project. You can create
many DUTs. If a new DUT is created, a ‘DUT_name.ini’ file will be generated. It includes information of

DUT’s test environment. If you want to test a new DUT, you'd better create a new DUT file and test.

2.1.2.1 New DUT

When [New DUT] of DUT Menu or NEW button of EER clicked, the ‘NEW DUT CREATION’ window
which helps you create a new DUT will be shown.

Project 3

New DUT

LaRa CERTIF Del Current DUT
R IFILF

Fig2.3 DUT Menu

Type a DUT name and click [CREATE] button.

NEW DUT CREATION BN

NAME |DUT_D|:I |

CREATE CAMCEL

Fig2.4 Creation of a new DUT
The list of DUT names that you created will be shown in DUT list box as the following figure

DUT NAME

DUT_00

DUT_01
DUT_02

Fig2.5 List of DUT names
2.1.2.2 DEL Current DUT

[DEL Current DUT] deletes currently opened DUT file. The deleted DUT file cannot be recovered.
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2.2 Setup Menu

2.2.1 Connect RWC5020A

RWC5020A Application works under Ethernet connection between user’s PC and RWC5020A.

2.2.1.1 Open RWC5020A CONTROL PORT window

Clicking [Connect RWC5020A] of SETUP Menu or clicking ﬂ icon shows the ‘RWC5020A
CONTROL PORT’ window which helps you setup RWC5020A’s IP.

2.2.1.2 Setup IP
Setup the IP address same as the RWC5020A’s connected to the PC and click [CONNECT] button. If
PC recognizes a RWC5020A, the [CONNECT] will be changed to [CONNECTED].

RWC5020A CONTROL PORT ﬁ RWC5020A CONTROL PORT ’x‘

IP ADDRESS IP ADDRESS
CONNECT 192 | 168 | 0 | 163 192 [ 168 | 0 | 163
HELP CLOSE 9 HELP CLOSE
Before connected After connected

Fig 2.6  IP Setup for connection

2.2.2 Control DUT

Control DUT menu consists of five sub menus : Open Port, Load User Cmds, Show User Cmds, Show
DUT Monitor, and Make Cmds Template.

Connect RWC5020A

| Control DUT 3 | Open Port
Test Configure Load User Cmds
Utility Environment Show User Cmds

Pop DUT Monitor
TART TEST I CONFIG TEST .
Make Cmds Template

Fig2.7 Control DUT Menu

2.2.2.1 Open PORT
[Open PORT] shows a ‘DUT CONTROL PORT’ window to setup and open UART port for DUT control.
After configuring its port number and baud rate, click [OPEN PORT] button.

12
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DUT CONTROL PORT ] DUT CONTROL PORT B
RESCAN | PORTNo. BAUD RATE RESCAN | PORTNo. BAUD RATE
GPEN FORT CLOSEPORT | |COMS 38400
5
Before open After open

Fig 2.8 DUT Control Port Setup

2.2.2.2 Load User Cmds
[Load User Cmds] pops up a ‘OpenFile Window’ for opening a DUT control file(.txt) which describes
configuration and user commands. If you want to create your own command file, use [Make Cmds

Template] function which helps you create a template file.

USER COMMAND MAPPER B

Reference Action User Defined Cmd "
set_class_a e:
set_class_b AT+CLS 1; @: A, 2: C
set_class_c AT+CLS Z; a: A, 2: C
set_ul_cycle_off AT+PRF 1; 8 off, 1: on
set_ul_cycle_on
set_activation NONE ;
set_app_key AT+AK 128 bit
set_dev_eui NOME ;
set_app_eul NONE ;
set_apps_key NOME
set_nwks_key NOME ;
set dev addr NONE ;

£
Template HELP

Fig 2.8 Example of Load User Cmds

2.2.2.3 Show User Cmds
[Show User Cmds] pops up the ‘COMMAND LIST for DUT CONTROL’ window and shows user-defined
commands which are loaded currently. To see user’s own commands with this window, user has to

load a ready-made DUT control file(.txt).

13
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USER COMMAND MAPPER <]

Reference Action User Defined Cmd 2
set_class_a
set_class_b AT+CLS 1; @ A, 2: C
set_class_c AT+CLS Z, @ A, 2: C
set_ul_cycle off AT+PRF 1; @: off, 1: on
set_ul_cycle_on
set_activation MONE ;
set_app_key AT+AK ... | 128 bit
set_dev_eul MONE ;
set_app_eul MONE ;
set_apps_key MNONE
set_nwks_key NONE ;
set dev addr NOME ; W
< >
Template HELP

Fig2.9 Example of Show User Cmds

2.2.2.4 Show DUT Monitor
[Show DUT Monitor] shows a popup window which shows the DUT’s response. User may send control

commands using the popup window.

ﬁ DUT Centrel Monitor

COMPORT COME BAUD RATE 38400 [] Show time  Font Size | 9.0

CLEAR

Fig2.10 DUT Monitor screen

14
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2.2.2.5 Make Cmds Template
[Make Cmds Template] creates a template file function which can help user create user’s own control

file by showing a template file. User can fill it up and save it as a text file (.txt).

] USER_CTRL_CMD_TEMPLETE.INI - Notepad

File Edit Format Yiew Help
[CONF 1G]

YENDOR=NONAME
MUM_CHDS=33
BALUDRATE=115200

E0L=rn

SEC_CHMD_INTY=1.5

[CMDS]
sef_class_a=HONE; //insert your command and paraneter
set_class_b=HONE:
set_class_c=HONE;
sef_ul_cycle_of{=NONE;
sef_ul_cycle_on=NONE;
set_act ivat ion=HONE;
set _app_key=HONE:

et _dev_eui=NONE;:
sef_app_eui=NONE;
set_apps_key=HONE;
set_nwks_key=HNOHE;
set_dev_addr=NOHE;
resef_device=NONE;
do_pseudo_join=HONE;
set_adr_en=HONE;
set_adr_dis=HONE:
set_drO=NONE:
sef_dr1=NONE:
seft_dr2=HOME:
set_dr3=HONE:
set_drd=NONE;
sef_dro=NONE:
sef_rtr_num=HONE;
send_data_ctm=HONE:
send_data_unc fm=NONE;
send_|ink_check_reg=NONE;
send_dev_t ime_req=NONE;
send_data_cfmax=NONE;
send_data_unc { max=HONE:
start_ns_tx=MONE:
start_ns_rx=MONE;
geft_num_pkts_ru=NONE;
reset_num_pkts_ru=NONE;

Fig2.11 Template of User Control Commands

2.2.3 Test Configuration
[Test Configure] or | “@NFIETEST | shows a window in which user can setup the basic properties of DUT.

This configuration is applied to all test functions of the application.

L= END DEVICE TEST
—_—
raw data when testing 10TOCOL PARAMETERS ol RF PARAMETERS
ACTIVATION PARAM RF PARAM -
X POW 300
APP_KEY izi
| ax 1 32 digies oS 00
DEV_EUI 04 24 vy 2 i
It e cpepepenepenenel 16digits FREQ OFFSET o
APP_EUI  ax £98232820208298] 16 digits TIMEOFFSET [0
TestMode @Activation [] check EUI CHANNEL GROUP & MASK
LINK SHMASK
NETWORK PUBLIC v 7 =
ADR oN -
DOWNLINK SLOT RKL v
v
DEFAULT [ CANCEL

Fig2.12 Basic Configuration window for Certification Test

15
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Clicking the value of ‘KEY/CTRL’ shows a popup window for protocol key values configuration in which
user can setup keys and switch DUT between OTAA and ABP mode. In case of regions that the

number of channels is greater than 8, the window also shows the selection of channel group. This

configuration is applied to all test functions of the application.

CONFIGURATION

st woor ECTERY . eoor —
senon anss
PROTOCOL PARAMETERS A RF PARAMETERS
ACTIVATION PARAM RF PARAM .
[0
TestMode @Activation [] Check EUI TREOM:
PATHLOSS 0.0
APPKEY  ex 1 32 digits FREQ OFFSET 0
DEV_EUI @x PER9RER0EEROREA] 16 digits TIME OFFSET [0
APP_EUI  Bx ©600060000000881 16digits CHANNEL GROUP & MASK
APPS ax 1 32digits
NWEKS ax 32 digits
DEV_ADDR gx eeees0el Bdigits
LMK
NETWORK PUBLIC -
b
W ADVANCED DEFAULT oK i CANCEL

Fig 2.13 Protocol Keys Configuration window

LoD enD DEVICE TEST ~ LoV (s 915 LoRaWAN
scon s
PROTOCOL PARAMETERS a RF PARAMETERS
ACTIVATION PARAM RF PARAM -
ETY)
[ TestMode @Activation [ Check EUI TREOE b
PATHLOSS co
APP_KEY @x 1 22digits FREQ OFFSET O
DEV_EUl @x ezeeooepageeegel 16digits TIME OFFSET 0
APP_EUI  ax 2989000200020801 16digits CHANNEL GROUP & MASK
CH GROUP
APPS  8X 1 32digits
NWEKS ex 1 32 digits
DEV_ADDR gx eggegeel Sdigits
LK
NETWORK PUBLIC v
W
YADVANCED || DEFAULT i ok | CANCEL

Fig 2.14 Protocol Keys Configuration window for US/CA Region

Clicking ‘SETUP’ for CH MASK in Test Configuration window shows a popup window for modification of
one of channel frequencies.
Click the button in order to see detail channel information as the following configuration

parameter window.

16
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TEST MODE [SIBEINR 28N  REGION
p—
PROTOCOL PARAMETERS g | RERARASI A
TH POW
ACTIVATION PARAM
PATHLOSS
| TesthMode @Activation Check EUI
o FREQ OFFSET
APP_KEY px 1 32 digits TIME OFFSET
DEV_EUI  ex e2opog0e00000821 16 digits CHANMEL GROUP & MASK
APPEUI  @x 2202280808220881 16 digits OPERATOR
LoRaWAN
APPS  Bx 32 digi
A CHANNEL INFO.
NWKS  ax 1 32 digits R¥2 FREQ 921,900 MHz
DEV_ADDR gx asepmRel 2digits R¥2 DR DR_D
UpLink Channel List DownLink Channel List
LINK
NETWORK T o UL_cH 88 922.1800808 DL_CH B8 922.1s0080
UL_CH 1 922.388908 DL_CH_B1 922.3@8888
ADR ON w UL_CH_B2 922.589808 DL_CH_ B2 922.580888
UL_CH 83 921.908808 DL_CH 83 921.900088
DOWNLINK SLOT RYE ¥ UL CH 84 922,780088 DL CH B4 922.780888
UL_CH @5 922.980000 DL_CH_BS  922.900800
MIE 0. N ACCERT ; UL_CH @6 933.188888 DL_CH_B6  923.180088
MET ID UL_CH @7 923.300088 DL_cH 87 923.3e0880
DRV ADDIO b bl
ABASIC DEFALLT | oK CANCEL

Fig 2.15 Modification of Channel Frequency

17
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lll. Test Functions

This chapter explains how to use pre-certification tests, RF performance tests, Link Analyzer, and
other utilities. With test functions, user can select test mode of test items, handle test operation, and

setup test environment.

3.1 Certification Test
3.2 Performance Test
3.3 Link Analyzer

3.4 Utilities

18
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3.1 Certification Test

3.1.1 LoRaWAN Certification
There are four LoRaWAN Certification functions like EU, US/CA, AS, KR, and IN. Other regional
certification functions will be added as soon as they are published. If you select one of the certification

functions, regional parameters will be configured automatically according to the certification.

Us5915 A5923 KR 920 IN 865

Fig 3.1 Selection of Region for LoRaWAN Certification Test

3.1.2 Operator Certification
There is an Operator Certification option, SKT. Other private certifications could be added according to

further requests.

SKT

Fig 3.2 Selection of Region for Operator Certification Test

3.1.3 Certification Test Items

3.1.3.1 Meaning of Text Colors
Each color has the meaning of verdict; the blue-colored is PASSED, the red-colored is FAILED, the
black colored is NOT_TESTED, and the Gray is not-selected OPTIONAL item.

—|:|1 Test Mode Activation —|:| 5 Cryptography =-[ ]9 MAC Commands =115 LinkADRReq MAC command
[]1.1 Test Mode Activation i ~[]5.1 AES Encryption i i.[J9.1 1gnore Invalid MAC Command [[115.1 Test ADR bit
Blue : PASSED Red : FAILED Black : NOT_TESTED : OPTIONAL

Fig 3.3 Meaning of Text Color

3.1.3.2 Selection and Test Parameter Configuration
Select the test items to be tested by clicking the check boxes in front of the subtitles. If you click a test

item, its test parameters will be shown at the bottom of test items.

19



\ #
EMEﬂmﬂﬂﬂComm

16 Packet error rate RX1 Window

16.1 Test Packet error rate for SF7BW125 using RX1 window

6.2 Test packet error rate for SF8BW 125 using R¥1 window

6.3 Test Packet error rate for SF9BW 125 using RX1 window

16.4 Test Packet error rate for SF10BW125 using RX1 window

16.5 Test Packet error rate for SF11BW125 using RX1 window

16.6 Test Packet error rate for SF12BW125 using RX1 window

6.7 Test Packet error rate for SF7BW250 using RX1 window (Optional)

: 16.8 Test Packet error rate for FSK50 using RX1 window (Optional) v
Test Parameters  [16 Packet error rate RX1 Window] PathLoss| 0.01= | Default
TARGET PER 0052
POWER 30012
PACKET NUM 6012

Fig 3.4 Configuration of Test Parameters

3.1.3.3 Start Test
Just click = @2 STRTTEST | 1 tton and all selected items will be tested sequentially. Keep in mind
RWC5020A application program will automatically overwrite the result after each item is tested without

asking whether selected item was tested previously or not. In other words, the application always
keeps the recent test results.

3.1.3.4 Control DUT
If you want to control DUT while test, check the e eiBUT check box, then PC application will send
control command according to the loaded user control command file. Refer to 2.2.2 for DUT control.
You can see the transmitted commands and received responses to/from DUT respectively on DUT

control monitor window. Click the | BuTMeniter | button and a large DUT control monitor will be pop up.

[ DUT Control Manitor

COMPORT COME BAUD RATE 115200 [ showtime  FontSize | 5.0 |3 CLEAR

OTAA
DavEui= 34-31-37-32-74-36-TA-OF
AppEul= 01-01-01-01-01-01-01-01

AppKey= 28 7€ 15 16 28 AL D2 A% AR F'7 15 88 08 CF 4F 3¢

VERSION: 44021110
txDone

wDone

Fig 3.5 DUT Control Monitor

COMPORT and BAUDRATE information of the current control port will be displayed as follows.

DUT Contrel Monitor DUT Control Monitor
COMPORT BAUD RATE 9 COMPORT COMG BAUD RATE 115200

Fig3.6 COMPORT and BAUDRATE after connection.
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3.1.3.5 Test Result — Summary Table

When click the certification title, the test summary table will be shown on result window.

| Ra CERTIFICATION | A‘- PERFORMANCE | | LINK ANALYZER | | UTILITIES | | ?#EATE REPORT | || 0
cerTIFicATION [ IS SN CONFIG TEST A
' Add raw data when testing selected:0 | skip ( ]
Us 915 s [JLoRa .A{I'sanoeConﬁ.)rm-anoeTest (EU) A TEMS VERDICT SUB VERDICT
[ ]1Test Mode Activation 1 Test Mode Activation PASS
AS 923 [J1.1 Test Mode Activation 1.1 Test Mode Activation PASS
[[]2 Test Application Functionality 2 Test Application Functionality PASS
KR [J2.1 Test Echo Servcie 2.1 Test Echo Serveie PASS
B []2.2 Test Downlink Counter 2.2 Test Downlink Counter PASS
+[]3 Over The Air Activation 3 Over The Air Activation PASS
[13.1 Over The Air Activation 3.1 Over The Air Activation PASS
{14 Packet Error Rate RX2 default DR 4 Packet Error Rate RX2 default DR PASS
" []a.1 Packet Error Rate 4.1 Packet Error Rate PASS
+[15 Cryptography 5 Cryptography PASS
. []5.1 AES Encryption 5.1 AES E_m:rvpt:un _ PASS
+.[]5.2 Invalid Message Integrity Code 5.2 Invalid Message Integrity Code PASS
. . . & Downlink Window Timing PASS
=+ 16 Downlink Window Timing AR B et o0 —
.. +
[16.1 Test RX1 Downlink at +20us £ ki
o i 5.2 Test RX2 Downlink at +20us PASS
! 5.3 Test RX1 Downlink at -20us BASS
[6:3Test Rx1 T [ B & 4 Test RX2 Downlink at -20us BASS
[[J6.4 Test RX2 Downlink at -20us 7 Frame Sequence Number R
[17 Frame Sequence Number 7.1 Uplink Sequence Number is Incrementing PASS
[07.1 Uplink Sequence Number is Incrementing 7.2 End node Rejects a Frame with Decreasing Sequence Counter PASS
[]7.2 End node Rejects a Frame with Decreasing Sequence Counter v 8 DevStatusReq MAC Command PASS
Test Parameters  [1 Test Mode Activation] Pathloss| 002 | Default 8.1 DevStatusReq MAC Command PASS
9 MAC Commands PASS
Test ADR 2.1 MAC Commands PASS
Newdl MAC
Test Opt DR 10 ; PASS I
E R e T Y T S T T T TR TP ==
[] control DUT < - >
[ View Remorts Message LRSI

Fig 3.7 Test Result — Summary Table

3.1.3.6 Test Result — Detail Report

Clicking the sub title, detail test result will be shown on result window

| CEI!TIFI(_:M‘IDN |di PERFORMANCE || 7
CERTIFICATION [ SIS IR ) CONFIG TEST A

LINK ANALYZER | |

GReATE REPORT | ||

UTILITIES | |

Add raw data when testing Selected:0 | Skip
Us 915 | 2 [JLoRa Alliance Conformance Test (EU) A
" 5.1 Test Mode Activation 3 Over The Air Activation
AS923 ~-[]1.1 Test Mode Activation
£+[]2 Test Application Functionality [ 3.1 Over The Air Activation
KR 920 [J2.1 Test Echo Servcie
[J2:2 Test Downlink Counter
Pt (1 []3 Over The Air Activation [TESTRURPOSE]
[03.1 Over The Air Activation " ?ito‘\’,:ir.fﬁze s a:g\]r::;‘;n
[]4 Packet Error Rate RX2 default DR
[J.1 Packet Error Rate [ LINK MESSAGE ]
LCHDR SF W Pow Time DEL FONT Adr Ack FP AMR § Port M Deell CMD
£+[]5 Eryptography G 16 12 125 125 5695 - @0 L & - 6 621 U 1155 Downlinkounter
L= abs Encryntion i s - ¢ emsw Do LLkCoumter
[J5.2 invalid Message Integrity Code
[[16 Downlink Window Timing @ - -2124 U 1155 Triggerloinfeg
[[16.1 Test RX1 Downlink at +20us. @ - --- - 1482 Join-request Nonce=1638
[[16.2 Test RX2 Downlink at +20us - @ --- - 1155 Join-accept AXIDAOFFset=2, RiDelay=1,
[J6.3 Test RX1 Downlink at -20us B aaE W i .
[]6.4 Test RX2 Downlink at -20us
o @ - -2 U 1155 ActivateTM
[]7 Frame Sequence Number B4 5
[]7.1 Uplink Sequence Number is Incrementing 7 = 18 8t AL s Dow oo =
-.[[17.2 End node Rejects a Frame with Decreasing Sequence Counter - L2 0 et Echol P
™ = u @224 U 1ME EchoResponse Echa P
Test Parameters  [3 Over The Air Activation] Pathloss| 0.0 | Default -
o - BV - - 224 U 184 EchoRequest Echolens3
Test ADR u e e u Echo PASS
Test Opt DR u e -6 e u a2 12
[] control DUT < >
" [TEST TIME] Begin
[] View Remote Message i

Fig 3.8 Test Result — Detail Report
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3.2 Performance Test

Performance test function makes RWC5020A search the sensitivity level by measuring the PER (Packet Error

Rate) and measure TX power of DUT according to the test configuration and conditions.

] STARTTEST | CONFIG TEST ~
> | PERFORMANCE TEST SUMMARY (demo)
REGION  EU 262 izl bl el DUTNAME dama
- REGION Eu_B68
LoRaWAN 102 Test Parameters (RX1) SCENARIO CERTI_ECHO
MODE oA SCENARIO  CERT!_ECHD
- | START [+|  STOP |- |CRITERIA| + PER using RX1 Window : PASS
Selected : 0 pro | -1320[%] - [2210 | [-1360fF DR Start Step | Stop Target | #Pkt | Criteria_| Result Verdict
- = DR O 1320 | 10 1410 | 01 600 | -136 137.0/0.016 | PAsS
TEST ITEM i Bleial ~ Ml DR_1 1280 | 10 1380 | 01 500 | -133 135.0/0.016 | PAsS
DR2 | -128.0[% 120 DR_2 1280 | 10 1370 | 01 600 | -132 133.0/0.083 | PAss
SENSITIVITY AND TX POWER TEST S [T o YIS DR 3 S150 | 10 S1320 | 01 600 | -129 -1290/0.033 | PASS
[]PER using RX1 Window [ PER using RX2 Window L i DR & 1220 | 10 1310 | 01 600 | -126 127.0/0.016 | PAss
S A— . — DR8 [-1220[% -1260[= DR S -119.0 | 10 1280 | 01 500 | -123 124.0/0.066 | PASS
[l s o 0] oR1_sFiamuus oris [ 100 | [ DR 6 1150 | 10 1240 | 01 500 | -118 1210/0.100 | PAsS
e O] omasr1omazs L DR_7 1000 | 10 1080 | 01 500 | -108 107.0/0.083 | PAss
[ ows_sromuazs o Esromnzs DR6 | -1150[5] ~ | -1240 | |-1180[ PER using RX2 Window : PASS
D] oke._sraszs ] oe sresutas pr7 | -1000(%] - [1030 | [-1030 DR Start | step | Stop Target | #Pkt | Criteria | Result Verdict
Cors i DR O 1320 | 10 1410 | 01 500 | -136 1380/0.083 | PASS
] ik STEP  #POW  #PKT  PATHLOSS DR_L 1280 | 10 1380 | 01 500 | -133 135.0/0.033 | PAsS
DR";FSKS'Q DR;ans; 1= 10 60[= 00[= DR_2 -1280 | 10 -137.0 0.1 50.0 -132 -132.0/0.083 | PASS
L oar = TARGETPER. | DADE DR 3 1250 | 10 1340 | 01 500 | -129 129.0/0.000 | PAsS
] TXPower Test = DR_4 1220 | 10 1810 | 01 500 | -126 127.0/0.000 |_PAsS
[ Txponere TaRGeT cmask | L] DR S 1190 | 10 1280 | 01 500 | -123 124.0/0.050 | PAsS
] TPomer1 DR 6 1150 | 10 1240 | 01 500 | -118 120.0/0.000 | PAss
O ixconkts SCENARIO  |CERTIECHO -~ DR_7 1000 | 10 190 | 01 500 | -103 106.0/0.050 | PASS
[ vxpowers PAYLOAD SIZE 16 £ TX Power Test : PASS
[ Txpowers POW | CHO CcH1 cH2 cH3 chHa__ | chs cHe cH7 Verdict
] weomers Report Option ] 1256 125 1256 PASS
i Show Link message during test i 3 110 108 109 PASS
[ TxPomere
[ wxPomzr? Paste tested Image after test 2 Ho L B PSS v
[ View Remote Message sy

Fig3.9 Performance Test

3.2.1 How to Use

3.2.1.1 Test Configuration
Click | ©ONFIGTEST | o set up the test configuration: Region, DUT Type, Class, test scenario, channels,
and so on. There are three types of DUT; END DEVICE, GATEWAY, and NON-SIGNAL. Available test
items may be different according to the selection of Region and DUT Type parameters. There are two
types of test scenario to measure PER; NORMAL_UL and CERTI_ECHO. The CERTI_ECHO
requires DUT to support Certification test mode and applicable only to END DEVICE test. The
NORMAL_UL uses confirmed signaling to check packet loss.

3.2.1.2 Selection and Test Condition Configuration
Select the test items to be tested by clicking the check boxes in front of the subtitles. If you click a test

item, its test conditions will be shown at the right side of test items.
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TES' ) Default TES' | Default
TEST MODE  END DEVIC REGION  FU_868 EEONDIHONS bkt TESTMODE END DEVICE TEST  REGION EU_868 ECONRITIONS s

cLass Class A LoRaWAN 102 Test Parameters (RX1) cLass Class A4 . Test Parameters (RX2)

MODE OTAA SCENARIO  CERTI_ECHO MODE OTAA SCENARIO  CERTI_ECHO ’ . -

|-|smrT[+| stOP |- |cRITERIA[+]| [-]smrt[+| stor |- |crimERia[+]
Selected : 0 Selected : 0
TEST ITEM TEST ITEM
SENSITIVITY AND TX POWER TEST SENSITIVITY AND TX POWER TEST

[JPER using RX1 Window [JPER using RX2 Window [1PER using RX1 Window [ PER using RX2 Window

[ pre_sFizswizs
[ pr1_sFiimwias
[] prz_sFieswias
[] pr2_sFamwias
[] ora_sFaswias
[] pRs_sF7em1as
[] pre_sF7ewase
[] or7_Fskse

O T Power Test

[] pRe_sF128m135
[] oR1_sFiiewizs
[] orz_sFieew2s
[] oR3_sFsBu125
[] DR4_sFeBu125
[ DRs_SF7BM125
[] oRs_sr7BHz5@
[ or7_rskse

TARGET PER

[ cre_sFizewias
[ cr1_sFiiewias
[ or2_sFieewias
[[] or2_sFeewizs
[[] ora_sFeem12s
[] oRs_SF7EM125
[] ore_SF7Emzse
[] or7_Fskse

O 7% Power Test
[ txrowere

[] pre_sFizswiis
[] oRi_SFiiBw125
[] oR2_sFieswizs
[] or3_sFamw12s
[] ora_sFa@wizs
[ prs_se7am12s
[] ore_sF7amzse
[] or7_rskse

RX2 FREQ. |ssas2s000 |

7654
[ rxponere TARGET CHMASK | ]| z
L] pateis SCENARIO  |CERTI_ECHD [ xroner2 SCENARIO  |CERTI_ECHO
[ mxPowerz [ xPowerz
[ Txoners PAYLOAD SIZE 16 o [ Txvomerz PAYLOAD SIZE 16 i
5 TXPOWErd :
L1 mrromecs Report Option L] mrouer Report Option
[ rxpomers. [ xromers
[ mePouers 1 Show Link message during test [ rxronere Show Link message during test
[ mxpomer? Paste tested Image after test [ TxPomer? Paste tested Image after test
Fig 3.10 Test Conditions for PER using RX1 and RX2 Window
TES’ TIO! Default TEST CONDITIONS Default
TESTMODE END DEVICETEST  REGION  EU_268 | LEONDIHONS . TESTMODE END DEVICE TEST  REGION EU_868 -
cLass Class A LoRaWAN 102 Test Parameters CLASS Class A LoRaWAN 102 Test Parameters
MODE OTAA SCEMARIO  CERTI_ECHO MODE OTAA SCENARIO  CERTI_ECHO
- s CRITERIA  POWER MM, MAX. - CRITERIA  POWER MIN, MAX.
Selected:0 Powerd Selected:0 Powerl
Powerl - Powerl
TEST ITEM TEST ITEM
2 Power2 Power2
SENSITIVITY AND TX POWER TEST Power3 SENSITIVITY AND TX POWER TEST Power3
[1PER using RX1 Window [ PER using RX2 Window Powerd [JPER using RX1 Window  [] PER using RX2 Window Powerd
[] ore_sFi2em12s [] pre_sFizewizs Powers [ ore_sFizewizs [] ore_sFizawias Powers
[] or1_sFiiewias [ pra_sriimwizs Powers [ pra_sFiiewizs [ pR1_sFi1ewizs Pt
DR2_SF18EW125 DR2_SF1@BW125
[ ora_ [ oR2_sFiemui2s Bomeee [ ora. [ orz_sriesuizs Power?
[] or2_srFaewizs [] or3_sFommias [] pR3_sFeew1zs [] ora_sFammi2s
[ ore_sFeewizs [ ora_sreauwizs [] ora_srFaewizs [] oR4_srFamui2s
[] crs_sF7esazs [] ors_sF7auizs [] pRs_sF7eu12s [] pRs_sF7amWizs
[] oRe_sF7Bm258 [] ore_sFrawzse [] ore_sF7euzse [] ore_sF7awase
[] or7_rskse [] pr7_rskse [ or7_Fskse [] or7_rskse
0.0[] 0.0F%]
[0 T Power Test PRBeRS | = O 1% PowerTest PATHLOSS 0
[ 1xpomere TXMODE  |EREETRE] - [ mxPowera TX MODE
[0 vxeomers DR [ mxpowers CWFREQIMHZ)  TIME[sac)
[ vxpowerz DR_D = [ wxPomerz 868.100000 |
[ mxponers [ mxpowers
THP 4 . TXPY 4 .
a S Report Option a Ty Report Option
[ txpowers [ wxPomers
[ xroners Show Link message during test [ Txpomers Show Link message during test
[ rPawer Paste tested Image after test [ TxPomery Paste tested Image afier test

Fig 3.11

3.2.1.2 Start Test

If | @2 SMRTTEST | pbtton is clicked, the selected test items will be tested sequentially.

Test Conditions for TX Power Test using Lora Signal or CW

3.2.1.3 Test Result — Summary Table
When the tile “SENSITIVITY AND TX POWER TEST” is clicked, the test result summary table will be

shown on the result window
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PERFORMANCE TEST SUMMARY (demo)

DUT NAME demo

REGTON EU_B68

SCENARIO CERTI_ECHG|
PER using RX1 Window : PASS
DR Start Step Stop Target #Pkt Criteria Result Verdict
DR_O -1320 | 10 -141.0 0.1 60.0 -1386 -137.0/0.016 | PASS
DR_1 -120.0 | 10 -138.0 0.1 60.0 -133 -135.0/0.016 | PASS
DR_2 1280 | 1.0 -137.0 0.1 60.0 -132 -133.0/0.083 | PASS
DR_3 <1250 | 1.0 -134.0 0.1 60.0 -129 -129.0/0.033 | PASS
DR_4 -1220 | 1.0 -131.0 0.1 60.0 -126 -127.0/0.016 | PASS
DR S -119.0 | 10 -128.0 0.1 60.0 -123 -124.0/0.066 | PASS
DR_6 -1150 | 1.0 -124.0 0.1 60.0 -118 -121.0/0.100 | PASS
DR_7 -1000 | 1.0 -109.0 0.1 60.0 -103 -107.0/0.083 | PASS
PER using RX2 Window : PASS
DR Start Step Stop Target #Pkt Criteria Result Verdict
DR_O -132.0 10 -141.0 0.1 60.0 -138 -138.0/0.083 | PASS
DR_1 -129.0 | 10 -138.0 0.1 60.0 -133 -135.0/0.033 | PASS
DR_2 1280 | 10 -137.0 0.1 60.0 -132 -132.0/0.083 | PASS
DR_3 -1250 | 10 -134.0 0.1 60.0 -129 -129.0/0.000 | PASS
DR_¢ -1220 | 10 -131.0 0.1 60.0 -126 -127.0/0.000 | PASS
DR_5 -119.0 | 1.0 -128.0 0.1 60.0 -123 -124.0/0.050 | PASS
DR_6 -115.0 | 1.0 -124.0 0.1 60.0 -118 -120.0/0.000 | PASS
DR_7 -1000 | 1.0 -109.0 0.1 60.0 -103 -106.0/0.050 | PASS
TX Power Test : PASS
POW CHO CH1 CH2 CH3 CH4 CH3 CHE CH7 Verdict
o 126 125 126 PASS
1 110 10.8 10.9 PASS
2 8.0 8.3 8.3 PASS
3 5.4 5.3 55 PASS
4 3.1 3.1 3.3 PASS
5 0.8 0.8 0.8 PASS
6 11 1.0 1.4 PASS
7 12 1.0 1.4 PASS

Fig3.12 Test Result — Summary Table

3.2.1.4 Test Result — Detail Report

When the subtitle “PER using RX1 Window” is clicked, all tested results will be shown on the result

window from SF12 to SF7 at the same time. When the test item title is clicked, the selected item’s test

result will be shown on the result window.

PERFORMANCE TEST RESULT

| PER using RX1 Window : DRO_SF12BW125

[ TEST CONDITION ]

[PROTOCOL CONFIGURATION]
REGION EU_868
CHANNEL 0x7
DUT TYPE END DEVICE TEST
CLASS Class A
SCENARIO CERT|_ECHO
PAYLOAD LENGTH 16

[SENSITIVITY]
START POWER -132.0 dBm
STEP POWER 1.0dB
NUMBER OF POWER 10
STOP POWER -141.0 dBm
PATH LOSS 0.0
RX Window
RX SPREADINGFACTOR DRO_SF12BW125
NUMBER OF PACKET 60
Target PER 01
SENSITIVITY CRITERIA -136 dBm

[ TEST RESULT ]

[SENSITIVITY RESULT]

Measured PER : 8.8
Measured Sensitivity : -137.8 dBm
[VERDICT]
PASS

[Elapsed Time] @@:48:83

Fig3.13 Test Result — Detail Report
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3.2.1.5 Report Option

There are two options for reporting the test results as the following figure.

Report Option
|:| Show Link message during test

[] Paste tested Image after test

Fig 3.14 Report Option

If “Show Link Message during test” is checked, Link messages during test will be attached in the test

report.

[ LINK MESSAGE ]

L CH SF BW POW TIME FCNT Adr Ack B FF M CMD

U @ 71258 11.& FREF ---- & & - --- - Join-request Honce=4195

D & 7125 -38.8 ---- ---- @ @ - --- - loin-accept REIDROFfset=8, RXDela
U 212 125 11.3 7.385 @880 @ @ - 882 U Datalp ByteLen=16

D 212 125 -38.8 ---- @801 @ @ - 224 U Activate™™m

U 112 125 11.9 G.445 @281 @ @ - 224 U DownlinkCounter cnt=e

D 112 125 -38.8 ---- @882 @ @ - 288 U LinkADRReq PowW=1,D0R=8,Mask=87h,N
U 112 1325 11.8 5.18s @882 @ @ 224 U LinkADRANS Pow=1, DR=1, Mask=1
0 112125 -38.84 ---- @883 @ @ - 224 U EchorReguest EchoLen=18

U @12 125 11.8 G5.35s @gez @ @ 224 U EchoResponse Echo PASS

oD @ 12 125 -132.@ ---- 2284 @ @ - 224 U EchoReguest EchoLen=16

U 212 125 11.% 5.82s @24 @ @ - 224 U EchoResponse Echo PASS

Fig 3.15 Link Messages attached in Test Report

If “Paste tested Image after test” is checked, the result fiugre will be attached in the test report.

[SENSITIVITY RESULT]

Sens. Level: -137.0 dBm, PER: 0.016
[RX1,DR0_SF12BW125] -136.0dBm : PER = 0.000

.

oo e . e P
132z 183 -134 135 136 157 138 139 -180 -141
POWER (dBm)

SCENARIO || PKT_NUM || START STOP STEP TARGET
ECHO 60 -132.0dBm || -141,0dBm 1.0d8 0.100

Fig3.16 Result Figure attached in Test Report

3.2.2 Test options

3.2.2.1 Change SF during test
If “Change SF during test” is checked, it makes RWC5020A send commands to make DUT change
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spreading factor according to the test item.

3.2.2.2 Show Result Graph
If “Show Result Graph” is checked, it shows PER curve or TX power graph while or after test as the

following figure.

Receiver Sensitivity Test

1 M rxa [ rx2

RX1 O

TX POWER Testvs. CH

TX POWER Testvs, IDX [ autoscale

PERFORMANCE TEST RESULT

PERFORMANCE TEST RESULT

PER using RX1 Window : SF12

| ‘ TX Power Test : TXPower(

[ TEST CONDITION ]

[TEST COMFIGURATION]
Region EU_866

Dut Type END DEVICE

Class Class A

Scenario CERTI_ECHO
[SENSITIVITY]

Start Power -132.0 dBm

Step Power 1.0dB

Humber of Power 10

Stop Power -141.0 dBm

Path Loss 10

RX Window RX1

v
> <

[ TEST CONDITION ]

[TEST COMFIGURATICN]
Region
Dut Type
Class
Scenario

[POHER TEST]
TXPOWER
Spreading Factor

Power Criteria

EU_868
END DEVICE
Class A

CERT_ECHO

0
SF12

-5~ 15dBm

Fig3.17 Show Result Graph of PER and TX Power

3.2.2.3 View Remote Message
If “View Remote Message” is checked, it shows remote control commands and responses between the

application and RWC5020A.

CLEAR MOMN M3G ack

(CONF : PROTOCOL : REGION EU_S62

READ:RF:UL_CH? 3

CLEAR 5PY MSG 2£7.100008
SAVE SPY MG

View Remote Message

[TEST TIME] Begin
Finish :

Fig 3.18 Remote Message
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3.3 Link Analyzer

Link Analyzer helps to dump all link messages from RWC5020A while communicating with DUT. In addition,
users can make script and play it using ‘script editor’. Users can add or remove a command group called action

which includes single or multiple MAC command.

odComm RaWAN Autotest(Versien - 1.150)
LINK ANALYZER 1.0.2

PATH \ e FILE NAME

PROJECT REPORTPATH D, est00

1st Command/Data LCH DR SF BW Pow Time DEL FCnt Adc Ack FP AAR B Port M Dwell €MD

SET | DEVICE_STATUS -

2nd Command/Data

[ ser  [pevice_status ~

3rd Command/Data

[ seT DEVICE_STATUS ¥

[ Omoooes  Eacn

CLEAR MON MSG

CLEAR SPY MSG

SAVE SPY MSG

View Remote Message

Fig 3.19 Link Analyzer

3.3.1 Dumping link message

Clicking | 03 swer button of link message window makes RWC5020A start dumping link messages
between RWC5020A and DUT line by line. Clicking button makes RWC5020A stop
dumping.

3.3.2 Commands editor
With or without dumping, you can edit MAC commands into link script editor window. We named a script

component which include a single or multiple commands, information, and sleep time as an action.

SET

In order to add an action, you have to make checked which you want to add. Clicking add button

you can add commands and information automatically as you set. If you want to select multiple MAC
commands in a single frame, click multiple set check box for each MAC CMD. The maximum number of

multiple MAC commands in a frame is three with RWC5020A.
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1st Command/Data
LinkADRReq Parameters
[ seT LINK_ADR_REQ ~ ADR_DR ! 0: Y TTESTIES | —6:-!
ADR_TX_POW | o[£  ADR_CH_MaSK(HEX) | =
ADR_MASKCTRL| 0%
2nd Command/Data
DUTY_CYCLE Parameters
AL | BUD-ONaE v MAX_DUTY_CYCLE |
3rd Command/Data
[ SeT  |pEvice_sTATUS v

Fig 3.20 Commands Editor

3.3.3 Script editor

3.3.3.1 Adding actions

You can edit MAC commands into link script editor window using (220 [ oe | @& [+ 1] puttons.
Script editor does not check that the commands are same or not. It means same commands can be added

single action. You must check whether it is intended or not by yourself.

MESSAGE @ oD O
wEE QO FIELD @ ELRHIES
1st Command/Data

[ SET  [DEwicE staTus v

2nd Command/Data

[ seT  [DEwICE_STATUS "

3rd Command/Data

[] seT  |DEvICE_STATUS »

| Dmoooes Eac

[~ [ & test00_MAC_Script_Proc_1
i UNCONFIRMED | PAYLOAD

i... DEVICE_STATUS

i SLEEP 1

Fig 3.21 Adding an actor into Script Editor
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MESSAGE @ D @
) FIELD O PORT ECNEES

1st Command/Data
LinkADRReq Parameters
[] seT |IJNK_ADR_REQ v| ADR_DR ADR_NB_TRANS
ADR_TX_POW ADR_CH_MASK(HEX)
ADR_MASK_CTRL
2nd Command/Data
DUTY_CYCLE Parameters
SET  [pury_cvee v MAX_DUTY_CYCLE |
3rd Command/Data
[] ser |DEVICE_5TATUS w

m aop | oeL | cr o | SAVE | OPEN

=8 test00_MAC Script Proc_1
. i~ UNCONFIRMED| PAYLOAD
DEVICE_STATUS
{ L.SLEEP1
(- test0D_MAC_Script_Proc_2
- UNCONFIRMED | FOPTION | 224
LINK_ADR_REQ
DUTY._CYCLE
SLEEP 1

Fig 3.22 Adding an actor that includes a 2 commands

SLEEP makes RWCS5020A wait time before sending the next command. Of course you can edit the time.

Iﬂ RUN I aoD | peL for Jufr SAVE | OPEN

=1~ test00_MAC_Script_Proc_1
. L. UNCONFIRMED| PAYLDAD
DEVICE_STATUS
|
- testD0_MAC_ Script_Proc_2
... UNCONFIRMED | FOPTION | 224
- LINK_ADR_REQ
- DUTY_CYCLE
. SLEEP 1

frra

3}
3}

frea

- testD0_MAC_Script_Proc_1

.. UNCONFIRMED | FOPTION | 224
.. DEVICE_STATUS

() testD0_MAC_Script_Proc_2

.. UNCONFIRMED | FOPTION | 224
&) LINK_ADR_REQ

B DUTY_CYCLE

.. SLEEP 1

Fig 3.23 Editing SLEEP time between actions
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3.3.3.2 Moving actions

You can move actions up or down using |+ [ buttons. At first select action and move it.

i SLEEP 10 ~
st00_MAC_Script_Proc_2
.. UNCONFIRMED | FOPTION| 224

E| testd0_MAC_Script_Proc_3

- UNCONFIRMED | FOPTION| 224
- ACTIVATE_TM
- SLEEP 1

=8 test00_MAC_ Script_Proc_3 ~

- UNCONFIRMED | FOPTION | 224

- ACTIVATE_TM

. L.GlEEP1

B testd0_MAC_Script_Proc_1

----UNCUNFIRMED|FDPTIDN|224

- DEVICE_STATUS

i - SLEEP 10

E| testD0_MAC . Seript_Proc_2
UNCONFIRMED | FOPTION| 224

Fig 3.24 Moving action.

3.3.3.3 Deleting actions
You can delete action by clicking [DEL] button. Script editor dose not ask whether you delete it or not.

Delete actions carefully. You may not delete commands but an actions.

_') RUN IADDlDELlCLH 14.[1* SAVE

G test00_MAC_Script_Proc_3

- UNCOMFIRMED | FOPTION | 224
- ACTIVATE_TM

{ L.SIEEP1

EJ- testDi_MAC_Script_Proc_1

- UNCONFIRMED | PAYLOAD

- DEVICE_STATUS

. SLEEP 10

. testD0_MAC_Script_Proc_2

- UINCONFIRMED | FOPTION [ 224
- LINK_ADR_REQ,

t- DUTY_CYCLE

oo SEFEPY

{0 e

_') RUNIADDIDEL]CLRI [1* SAVE

NDNE MAC S-Lrtpt Proc_3
+ UNCONFIRMED | PAYLOAD
- ACTIVATE_TM

SLEEP 5

- NONE_MAC_Script_Proc_1

i UNCONFIRMED | PAYLOAD
i+ DEVICE_STATUS

Fig 3.25 Deleting action.

3.3.3.1 Renaming actions

You can edit the name of action or parameters even command by yourself.
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Just do left mouse click and edit as you want to. Application does not verify the commands and

parameters. Rename very carefully.

@3 run IADD foe Jor fufr

NONE_MAC_ Script_Proc_1)
UNCONFIRMED | PAYLOAD
ACTIVATE_TM

SLEEP 5

=~ NOME_MAC_Script_Proc_2

UNCONFIRMED | PAYLOAD:

- DEVICE_STATUS
.. GLEEP 1

Fig 3.26 Renaming action title.

Define the PAYLOAD TYPE as UNCONFIRMED or CONFIRMED and define the CMD FIELD as
PAYLOAD or FOPTION. You can verify what you selected from action’s information
UNCOMFIRMED | FOPTION | 224

3.3.3.5 Running actions
Clicking [SEHBEEMoRT §23 =uv  makes RWC5020A send MAC commands to DUT according to the script.
Before run script, RWC5020A must be in running link analyzer. If it is not in running link analyzer,

application will let RWC5020A run link analyzer automatically while running script.

3.3.3.6 Saving Script
You can save the script what you have edited for next time using. After modifying your script, click

and select folder where you want to save it.

3.3.3.7 Opening Script

You can recall the script what you have saved before. Just click | %™ | and select saved script file.
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3.4 Utilities

It consists of 5 functions: DUT Control, Tester(RWC5020A) Control, Screen capture, manufacturing, and
LBT(Listen Before Talk) test function.

3.4.1 DUT Control
This function is a simple terminal tool. It helps user control DUTs through RS232 using string command.

User can transmit DUT control commands all by one click or line-by-line.

3.4.1.1 How to Use
Just typing user own remote control commands and clicking €3~ transmits commands to
RWC5020A sequentially. User can use a special command SLEEP which just lets PC wait transmitting
for described time. The parameter of SLEEP is time in millisecond unit, e.g., SLEEP 1000 makes PC

wait for 1000ms.

@3 run CLEAR VERIFY Show User Cmds Open Port

|D:\FrojEcts\R‘.ucsEza\app_src'\lora_app\Re]Ease'\che.‘tx‘t File | Save Load

AT+RST
AT+CFM &

(AT+SEND 1334CETE

"d AT+RST 13| senoemo
[] show dut response LIME BY LINE

Fig3.27 DUT Control

3.4.1.2 Verify Commands
Clicking verifies the commands on editor. Verifying criteria is based on the loaded user

commands. Verified commands will be colored. The blue colored commands are user commands, and
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the grey colored ones are not user commands.

3.4.1.3 Transmit Methods
Clicking | #2 ® | starts transmitting commands. Transmitting commands will be stopped if you click

3 5 | or all commands are transmitted. Clicking transmits the selected command.
Clicking transmits listed commands line by line.

3.4.2 Tester (RWC5020A) Control
This function is a simple terminal tool. It helps user control RWC5020A through LAN using string command.

User can transmit RWC5020A remote commands all by one click or line-by-line.

3.4.2.1 How to Use
Clicking | #23 ® starts transmitting commands on command window sequentially. User can use a
special command SLEEP. It makes PC wait for transmitting the next command. The parameter of
SLEEP is time in millisecond unit, e.g., SLEEP 1000 makes PC wait for 1000ms.

3.4.2.2 Template
Template functions will fill the commands window with ready-made commands sequence as an

example.

§2 sun CLEAR VERIFY [Non-signaling LoRa v

RWC5020A Control Template
‘ Performance Test Setup

Non-signaling LoRa
F:TESTER_MODE NST_TX L
cag

ST:TX:MODE LORA
: TX:MODE?

SINTERVAL 8.2

T:TX:INTERVAL?

2TX:BW 125
ST:TX:BW?

NST:TX:PREAMBLE_SIZE B
:TX:PREAMBLE_SIZE?

:TK:PAYLOAD_TYPE PRES
: TR:PAYLOAD_TYPE?

iTX:PAYLOAD SIZE 16
:TX:PAYLDAD_SIZE?

ST:TX:PAYLOAD €x123456739ABCDEF123456789ABCDEF
:TX:PAYLOAD?

TX:REPEAT_NUH 188

IREPEAT_NUM?
STXIRUK
TXISTOP ]
Cmd R<CONF:TESTER:MODE NST_TX 1':_ SEND CMD

LINE BY LINE
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Fig 3.28 Tester Control

3.4.2.3 Transmit Methods
Clicking | #2 ® | starts transmitting commands. Transmitting commands will be stopped if you click
3 5> | or all commands are transmitted. Clicking transmits the selected command.

Clicking transmits listed commands line by line increasing the command number.

3.4.3 Screen Capture
Clicking |/ @ 1 SETMAGE | cantures and shows the current screen of the connected RWC5020A and save it
as a bmp file. If you click one of listed up file on list window, the selected bmp file will be shown on image

window.

|- 0 | GET IMAGE |
|c 1\RWC52284% lora_demo'\DUT_B8@\NONE_3_22 2818 FM 4 21 @5.bmp
END DEVICE TEST EU_B58 /W10 / A i ?
Receiver Sensitivity Test Link (| Link
Sens. Level; -.-dBm, PER: -.- Analyzer || | Analyze
[RX1,5F12] -126.0dEm NO DATA S
10 | Power Power
©s . G
e ws. Time Time
o7
e
ﬁ o8 Power Power
oA i vs. Channel Chann
3 |
82 | —
:; ! + - " } - | { . RQCEI‘U'BI’ Meas
182 45 184 -A§E 196 197 AR 98 140 a4 | Sensitivity Sens
POWER (dBm} —_—
| [SCEMARIO || PKT_NUM || START STOP STEP TARGET
CH B0 -192,088m || -141.0d8m || 1068 0,100
| EDTMode | | GWT Mode NST Made RUN Sens RUN Link
Captured image list 1file
NONE_3_322_2@18 PM_4 21_@5.bmp

Fig 3.29 Screen Capture

3.4.4 Function for Manufacturing
This function is for quick test for manufacturing. It helps user measure PER and the TX power of DUT very
fast and easily.
For this function, a special function has to be prepared in DUT.
In the special mode of DUT, transmitting MEAS_START_FLAG, counting packets, recognizing
MEAS_STOP_FLAG, and transmitting 3 same report frames functions should be prepared.
For the DUT information, “user data” such as serial number can be added In the MEAS_START_FLAG

packet
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3.4.4.1 Test concept
MEAS_START_FLAG packet transmitted from DUT makes RWC5020A start transmitting packets to DUT
at the power specified by user. After transmitting the MEAS_START_FLAG, DUT must switch to RX mode
to receive packets from RWC5020A and count the number of the packets received.
After transmitting all packets, RWC5020A transmits MEAS_END_FLAG packet that makes DUT stop
counting and report the number of received packets.
After receiving the MESA_END_FLAG from RWC5020A, DUT must transmit report frame including the
number of received frames 3 times within TIMEOUT time.
RWC5020A calculated PER with the reported information. Whenever DUT transmits any frame

RWC5020A measures the TX power of DUT and show the averaged value after receiving report packets.

TER Power O
2100 1
initiate the test with START FLAG BUTTK
Initiate | ouT transmts START_FLAG
STEP2 —
. ouT % gt
Ra test packet (1) Mo 183t packat
nkarva Send the LoRs ; i
T T oKa test padket () ~sithin 701~
rterval Send the LoRa test packet 13 :’e;
DUT counts the number of packets
Count fthat received successfully
Send the LoRa test packer M) - >
ntan; Close the tast with END.FLAG
< END FLAG < NG Fester erdicts a5 FAlL
e e by raport timeout
walttime e
| > S00ms o
chets (K) | BT T
Report the number of received pa Y - . o
: ets (K) I ransmis the report packat
Report the number of received pack - s Report tkabie in parload;
Repart the number of received packets (K} o —

User's
next
acton

Fig 3.30 Test scenario for manufacturing

3.4.4.2 Test configuration
Click to set up the MFG configuration
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F

PROTOCOL PARAMETERS
MODULATION INFO
DUT TYPE END_DEVICE  +
8 45 v
MODULATION FSK v
FM DEVIATION g
DATA RATE {000
SYNC WORD SIZE
SYNCWORD

PREAMBLE SIZE
FRAME INTERVAL |
50

TesTmoDE [[ERESIENIRESEN  1sT MODE

fd RF PARAMETERS
COMMON
TRANSMIT POWER
FREQUENCY
PATHLOSS

MFG TEST PARAMETERS

PER CRITERIA jo10
POWER CRI{UP) e
POWER CRI{LOW) jﬁfm
REPORT TIME 2

NUM OF PACKETS I
PAYLOAD TYPE |owo,um
PAYLOAD SIZE 16
PROTOCOL
USE MAC FORMAT OFF o

CANCEL

Fig 3.31 Configuration window for MFG

3.4.4.2 Operation example

Clicking | &2 makes RWC5020A wait the MEAS_START _FLAG MFG from DUT.

NON-SIGNALING TEST

SEQ SF BW Pow | Time FCnt Port Data

Signal
Generator

H

i e

Signal
Analyzer

MFG

Wait Starting Packet from DUT

Fig 3.32 The screen of MFGA of RWC5020A and PC App. waiting for MEAS START FLAG from DUT

NON-SIGNALING TEST

SEQ SF BW Pow | Time FCnt Port Data Signal
Generator
Signal
Analyzer
MFG
1 7 125 -10.1 29.43s - | --- FF FF 53 4E 3A 52 57 43 31 32
0 7 125 -130.0  0.05s - 100 00 00 00 00 00 00 00 00 00
1 7 125 -130.0 0.05s - 101 00 00 00 00 00 00 00 00 00
2 7 125 -130.0  0.05s - 102 00 00 00 00 00 00 00 00 00

Send Packets: 2/50

Fig 3.33 The screen of MFG of RWC5020A and PC App. while transmitting packets
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NON-SIGNALING TEST i el ———

SEQ SF BW Pow | Time FCnt Port Data Signal

44 7 125 -1300 0.05s , --- . -~ ZC 00 00 00 00 00 00 00 00 00 Generator

45 | 7 1125 -130.0 0.05s --- - 2D 00 00 00 0O 0O 00 0O 00 00

46 7 1125 1300 0.05s  --- | --- 2E 00 00 00 00 00 00 00 00 00 As'glnal

47 | 7 1125 -130.0  0.05s -~ | --- :2F 00 00 00 00 00 00 00 00 00 nalyzer

48 7 1125 -130.0 0.05s --- | --- 30 00 00 00 00 00 00 00 00 00 |

[ |

49 7 125 -130.0 005s --— - 31 00 00 00 00 00 00 00 00 00 MFG

50 | 7 125 -130.0 0.05s - | - FF FF 00 00 00 00 00 00 00 00

1 7125 -105 1223 - - 3100

2 7125 -107 0195 - - 3100 i
3 7125 107 021s - -~ 3100

PER: 0.020 {1/50) POW: -10.6dBm

Fig 3.34 The screen of MFG of RWC5020A and PC App. waiting for report frames from DUT

3.4.4.3 Getting the result

User can take measured result PER and TX Power of DUT using remote commands.
Commands for

Reading the measured power of DUT : READ:NST :MFG:POW?
Reading the measured PER of DUT : READ:NST:MFG:PER?
Reading the user data in MEAS_START_FLAG frame : READ:NST:MFG:DUT_INFO?

[ Redwos

LoRaWAN Autotest{Ver

PROJECT

S| ABOUT UTILITIES - MFG

PROJECT lora_demc DUT NAME REPORTPATH  D:\Software\lora_demo\DUT_RWC
PATH  D:\Software\lora_demo FILE NAME

|L§RaCERT|F|CAT|0N éﬂJ PERFORMANCE || —¢. LINK ANALYZER

SEQ  TIME DATA POW  PER VERDICT
SCR. CAPTURE | ||
b M oo00:1a  sn:Rwc23ast 102 0.020 PASS 3
veorenerae (I 1 00:00:13  SN:RWCI2MS2 <102 0.000 PASS i —
| 2 00:00:14  SN:RWCI2M53 102 0.040 PASS ‘ i e i STARTES ) -
TR \ 3 00:00:15  SN:RWC123454 104  0.260 FAIL A Initiate ) our st star suag

! Send the Lofa test packet 1
intese], Close the test wih ENT: FLAG

Fositoe) Y2, Foste vercits a5 FAL
ai time. a0 o
SIER3 N 2
the numbsr of received packets () } B
Regorsthe e & Report. ) OU7 st he rpor packet
eport i pumberofreeied ke - o
Reportthe umber o recened pakets 1) a Wi i
User's
next
action
CLEAR MON MG | |-18-4 =

READ:NST:MFG:PER?

6.

CLEAR SPY MSG | |READ: NST:MFG:DUT_INFO?
SH:RNC123254

SAVE SPY MSG

View Remote Message

DUT Monitor ERUIEZ RS

Fig 3.35 Example test using 4 DUTs(N=50, Target PER=0.1)

3.4.5 LBT Test

RWC5020A application provides LBT(listen before talk) test function.
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You have to prepare RWC2020A LBT interferer for this function. Connect RWC5020A and RWC2010A
with RS232 cable. RWC2020A will be controlled by RWC5020A through RS232 cable while LBT
testing. RWC2020A will transmit interferer signals as you set up in this application program.
RWC5020A support 8 channel interferer signals at the same time.

SCR. CAPTURE | BESEAT,ON EBE,T: pow CHOO CHOL CHOZ CHO3 CHO4 CHOS CHOG  CHO7
TESTER CTRL # [] 10;.3 -801= +1 v+l v+l B wff#l v+ wf[#l wfHl
DUT CTRL HERT

RESULT
MFG

#2 [ ] w2 - Ew SR e PO TS T FTTY P TR  I

H#PKT
RESULT

GATEWAY TEST

#3 | 0| 8ol 5 w1 vfa o[BI |1 o[ o8 o o

#PKT
RESULT

Fig 3.36 LBT Scenario configuration window

3.4.5.1 Checking the connections RWC2020A

You must check whether RWC2020A is connected or not by clicking | “BT€NNEET | bytton before LBT
test.

You cannot run the LBT test without RWC2020A LBT interferer.

3.4.5.2 Selecting Scenario
The application provides 3 scenarios at single run. Checking each check box will make application run
checked scenarios. Configure the test duration time, reference power, and relative sub channel

powers of RWC2020A interferer signal. RWC5020A will make RWC2020A setup the reference power
and relative sub channel powers before test.

3.4.5.3 Setup channel power

Configure the reference power and relative sub channel power of RWC2020A interferer signal. If you
set the same as follows, RWC2020A will generate eight interference signals and each channel power
will be set as following table.

#1 10[= 8ofzfeen s vl s S|BE [ ofs s o[EE |

e | | | ] [ 1 T ] ]

RESULT ‘ |

Fig 3.37 LBT Scenario configuration window

CH 0 1 2 3 4 5 6 7
Power (dBm) -79 -79 -79 -83 -79 -79 -79 -84
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3.4.5.4 Starting LBT scenario and result
Clicking | 2 ™ make RWC5020A start communication with DUT and RWC2020A generate
interference signal. While running the scenario, RWCS5020A counts received packets per channel and
display it in #PKT field as a result. The DUT shall not use channels whose interference signal is above

the reference value as a normal operation.
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lll. Report Functions

This chapter explains how to handle test reports for various kinds of test results. With report functions,

user can see a report messages while test, and create a report file after test finished and open it
whenever user want to.
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4.1 Report File Manager

4.1.1 Create Report

Clicking | [Efteare revorT pops up the save file window. You can change file name and save the result

document. The result file will be saved as a word document, | [ESFEATEREPORT il e enabled on

Certification and Performance tab.

H:,i Save As

T <« Local Disk (C:) » RWCS020A » N J) Search RWC50204A =)
Organize » New folder SRR
~
SS5ysReset Al MName Date modified Type o
Brother AppNote 321/2018 AM 1110 File folde
Intel lora_demo ¥ 8AM 1114 Filefolde
Keil_v3 manual 321 8AMI1:10  Filefolde
MSOCache \;] lora_demo.prj 3 3PM 2:08 PRI File
OneDriveTerip & per.bmp 8PM4:25  EMP File
[ by 018PM 425 BMPFl
Perflogs J pousAmp e
. 8| pow2.bmp 2018 PM 4:25  EMP File
Riogram fies ‘J rwc3020.ini BPM 3:28 Configur:
Program Files { 2] RWC50204 PC APP Release Note.pdf 2018PM 248 Fouit Rear
ProgramData gh RWCS020A_App.exe 3/, 18 AM 1117 Applicati v
RWC50204 v € >
File name: | (%
Save as type: | |
~ Hide Folders Save Cancel

Fig4.1 Creation of Test Report File

4.1.2 How to Open the Saved Report File

Clicking |/~ PPENREPORT | hohs up @ REPORT LIST window. Double clicking on a file name opens the

selected file. The reading tool is Microsoft Word installed on your PC.

REPORT LIST

ST_CERTIFICATION_EU_TEST_RESULT.doc
ST_CERTIFICATION_EU_TEST_RESULTZ.doc
ST_MICRON_CERTIFICATION_AS_TEST_RESULT.doc
ST_MICRON_CERTIFICATION_EU_TEST_RESULT.doc
ST_MICROM_PERFORMANCE_TEST_RESULT.doc
ST_MICRON_PERFORMANCE_TEST_RESULTZ.doc

X

Fig4.2 List of Test Report File
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V. Revision History

Version Date Description

VI1.11 2018.03.22 - Created for Firmware version: V1.11
V1.12 2018.04.25 - Modified for Firmware version: V1.12
V1.13 2018.07.19 - Modified for Firmware version: V1.13
V1.14 2018.10.10 - Modified for Firmware version: V1.14
V1.15 2018.12.15 - Modified for Firmware version: V1.15
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